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When it comes to creating powerful and effective hacking tools, Python is the language of choice for

most security analysts. But just how does the magic happen?In Black Hat Python, the latest from

Justin Seitz (author of the best-selling Gray Hat Python), youÃ¢â‚¬â„¢ll explore the darker side of

PythonÃ¢â‚¬â„¢s capabilitiesÃ¢â‚¬â€•writing network sniffers, manipulating packets, infecting

virtual machines, creating stealthy trojans, and more.YouÃ¢â‚¬â„¢ll learn how to:Ã¢â‚¬â€œCreate

a trojan command-and-control using GitHubÃ¢â‚¬â€œDetect sandboxing and automate

comÃ‚Â­mon malware tasks, like keylogging and screenshottingÃ¢â‚¬â€œEscalate Windows

privileges with creative process controlÃ¢â‚¬â€œUse offensive memory forensics tricks to retrieve

password hashes and inject shellcode into a virtual machineÃ¢â‚¬â€œExtend the popular Burp

Suite web-hacking toolÃ¢â‚¬â€œAbuse Windows COM automation to perform a

man-in-the-browser attackÃ¢â‚¬â€œExfiltrate data from a network most sneakilyInsider techniques

and creative challenges throughout show you how to extend the hacks and how to write your own

exploits.When it comes to offensive security, your ability to create powerful tools on the fly is

indispensable. Learn how in Black Hat Python.Uses Python 2
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"Whether you're interested in becoming a serious hacker/penetration tester or just want to know

how they work, this book is one you need to read. Intense, technically sound, and eye-opening."



Justin Seitz is a senior security researcher for Immunity, Inc., where he spends his time bug

hunting, reverse engineering, writing exploits, and coding Python. He is the author of Gray Hat

Python (No Starch Press), the first book to cover Python for security analysis.

You will love this book, especially if you already have some programming knowledge. You'll have

some fun to play with and fully functioning tools written by you by the end of chapter 2.

Great book with some good techniques. Would absolutely recommend to any security researching

looking to build their own tools in python

Has some great examples and tools in the book. Haven't used them all but am enjoying the book so

far.

Very good book and maybe not for beginners. Did not finish yet but very looking forward to.

I just got this book in the mail earlier today and couldn't help but sit down and read through the

entire thing. Starting from chapter two, author Justin Seitz walks you through the creation of classic

networking tools in the popular Python programming language (Chapter 1 focuses on setting up

your environment). From netcat to proxies to SSH tunnels, the amount of information packed in is

amazing. He then delves deeper into the world of network analysis and shows you how to write your

own sniffers leading to a pared-down nmap implementation. The best part is that you learn all of this

while staying essentially crippled- Seitz doesn't just introduce one of Python's many libraries and

just say "Play", he walks your though all the nitty gritty details along the way. It's great.He then pulls

you from the dark undergrounds of low(ish) level socket programming to show you what Python can

do against application-layer targets. You begin with learning to bruteforce directories and image

locations before quickly moving to extending Burp Suite to fit whatever your needs may be. From

there, you get into some of the heavier materials by taking another step further from networks to

create command and control points for a trojan that you eventually get around to writing.

Keylogging, surreptitious screenshots, and even rooting techniques become your new

playground.There's more, naturally, but I feel as though you can get the point clearly enough looking

through the table of contents. Besides, I wouldn't want to spoil all the fun. Suffice it to say, by the

end of this book you'll be leaps and bounds closer to understanding not only how the "bad guys" get

into you computer, exfiltrate your data, and maintain access over time, but you may even be able to



create software of your own to detect and avoid them.All this being said, I can't help but remain a

little bit disappointed in the overall amount of material presented. The book tops off at a measly 161

pages (pretty much the same as Gray Hat Python), but with the vast majority being code samples

and screenshots I feel almost a little bit let down. Print is a fantastic medium for many things, but

presenting a few code snippets that can be found through some (albeit extensive) Googling with

matching explanations may not be one of them. It also would have been nice if the author pointed

us towards online resources for more information regarding the tools we ultimately create. Don't let

this turn you away, though. If you're interested in a one-stop-shop for your lessons in using Python

for hacking and penetration testing, look no further because this book rocks.

Going to give this book 5 stars because the author does an excellent job of explaining Python in an

informal way. Easily taking someone from a beginner level to a more advanced level. However I

must add that in Chapter 1, it was nowhere near as easy to set up WingIDE as he explained. Now to

be fair I was installing on Kali 2.0, but I downloaded the newest versions as well as the exact

versions that were in the book. Still with no success. Yes I also tried the dependency command that

was given as well as hours of Linux "dependency" posts. The program looks great so I still try to

correct the dependency issue from time to time but initially I just gave up and continued with the

book. Do not let this deter you. If you are interested in Python development or learning it for

pen-testing purposes, then this book should be on your bookshelf.

this book was awesome! Great intro into scapy and sockets

Interresting book. For me, a web developper and a layman user of security.
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